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1 Introduction

infinias integrates with Microsoft Exchange to allow Outlook Meetings to create exception sched-
ules for doors controlled by infinias. This form of ad-hoc scheduling allows you to schedule a door
to unlock at meeting start and re-lock at meeting end, helping an organization to control door

access for events that do not occur on a predictable schedule. This is written for infinias 6.7.11857.

2 Legacy Instructions

infinias is designed to act as a way for Microsoft Exchange to send Meeting Reminder, Meeting
Started, and Meeting Ended Events to infinias for specified Exchange Room Mailboxes, and for all
relevant Meeting Attendees. The integration plugin accomplishes this task by monitoring the Cal-
endar of each specified Exchange Room Mailbox.

Whenever a Meeting is scheduled in the Calendar of a Room Mailbox being monitored, the infinias
Exchange integration will send Events to infinias informing it of these Calendar Events. A Meeting
Started or Attendee Meeting Started Event will be sent to infinias the moment that a meeting is
scheduled to begin, and Meeting Ended or Attendee Meeting Ended Events will be sent to
infinias the moment that a meeting is scheduled to end. In addition, the plugin will also send Meet-
ing Reminder or Attendee Meeting Reminder Events to infinias at this time as well. These Events
appear within infinias no differently than any other Event and can therefore be configured for use
on the Rules page like any other Event.

2.1 Ad-Hoc Door Lock Schedule

The most common usage for these Events is to unlock and re-lock meeting room or public-access
doors. For example, infinias can be programmed to unlock a door when Exchange sends the Meet-
ing Reminder or Meeting Start Events and programmed to re-lock the door (or revert the door
schedule) when the Meeting Ended Event occurs. This is useful for doors requiring public access,
such as gymnasiums, public conference rooms, and so on. Once you have configured the unlock-
/revert Rules in infinias, all you have to do is create Meetings or Appointments in Outlook to con-
trol the meeting room door.

2.2 Integration Checklist

You must provide the following information in Microsoft Exchange to the infinias Exchange plugin
when you configure it. Please be prepared to have the following information available:

B |nternet Domain - You must know the internet domain name that Exchange uses for creating
its email addresses, i.e. the part of your Exchange email address that's on the right side of the
‘@' character. If your Exchange Server allows using the full email address as the username,
you can leave this field blank.

® Exchange User Account - You must know the chosen Exchange User account (and its pass-
word) that you specified for Calendar permissions in the Exchange Management Console. If
you specified the Domain name in the Domain field, then provide the user account name. If
you leave the Domain field blank, provide the entire email address.

B WebMail URL - infinias logs into Exchange via Exchange Web Services (formerly known as
WebDAV) to monitor the requested Calendars, using the ordinary Mailbox account you spe-
cified. If you don’t know your Exchange Web Services URL, consult the IT Administrator.
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B Room Mailbox Email Addresses - You must know the email address of each Room Mailbox
you gave Full Access Permissions to the ordinary Mailbox account in the Exchange Man-
agement Console. These email addresses will be used by the infinias plugin to know which
Room Mailbox accounts to monitor.

Once you have this information, you are ready to install and configure the Exchange integration.

2.3 Calendar Permissions

Configuration of the Exchange Calendar is performed by creating an infinias Peripheral, then ref-
erencing that Peripheral when you create one or more Rules designed to utilize that Peripheral.
Integrating Microsoft Exchange with infinias means you must configure Exchange to allow an ordin-
ary Exchange Mailbox account to have Full Access Permission rights to each Room Mailbox
account who's Calendars you wish to monitor. While you can use any Exchange Mailbox account
for this purpose, we recommend that you create a Mailbox account specifically for monitoring Cal-
endars.

’\‘ Note: Administrator Mailbox accounts do not automatically have Full Access Permission
rights to anyone’s Calendar. You must specifically assign these rights.

To provide Full Access Permission rights which will allow the Mailbox to monitor the Room Mailbox
Calendars, open the Microsoft Exchange Management Console and complete the following:

1. Inthe tree view on the left side of the console window, click the plus sign to open the
Microsoft Exchange On-Premises (...) item.

2. Click the plus sign to open the Recipient Configuration item.
Select the Mailbox item to view all Exchange Mailboxes in the right-side view.

4. Right- click each Room Mailbox you wish to manage and select the Manage Full Access Per-
mission... menu item.

5. Follow the wizard's instructions to add the chosen ordinary Mailbox account to the list of
accounts that have full access permissions to this Room Mailbox.

6. Perform this same task for all Room Mailboxes that represent areas with doors being man-
aged by infinias.
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2.4 Create a Peripheral

With Calendar Permissions set, you may proceed to create an infinias Peripheral.

1. Login to infinias and proceed to the Peripherals Page under the Configuration Section. Click
the Create Peripheral Action and a Create Peripheral Dialog will appear.

Create Peripheral

I Web Page

Generic Peripheral
Google Calendar

Exchange Calendar

Microseft Exchange 0365 Calendar

Close

Figure 1-1: New Peripheral Window

2. Select the Exchange Calendar menu item to start creating the Peripheral based on this plu-
gin, and a Create New Exchange Calendar popup dialog will appear.
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Create Exchange Calendar

Name

Exchange Calendar

Zone

--Stanley v
Exchange Configuration
Please provide your Domain, plus valid Domain User Account credentials that can access the Room Mailboxes

Domain:

dcl.infinias.training.com

Username:

admin

Password:

Please provide the Url that is used to access the Exchange Web Services:

https-//dc1.infinias. training com/ews/exchange asmx

Calendar Polling Interval {(Minutes):

Enter one or more Room Mailbox email addresses, separated by a comma
conferenceroom@infiniastraining com

Save Cancel

Figure 1-2: New Calendar Configuration

a. Configure the Domain - Enter the part of your Exchange email address that's on
the right side of the '@’ character, or leave this field blank and enter the entire
email address below.

b. Configure the Username - Provide the username of the ordinary Mailbox account
you previously gave Full Access Permissions to the Room Mailboxes in Exchange
Management Console. Enter just the username portion of the account, not its
email address. If you left the Domain field blank, enter the entire email address.

c. Configure the Password - Provide the password for the user account associated
with the Username.

d. Configure the WebMail URL - Replace the mail.mycompany.com portion of the
sample WebMail URL with your corporate webmail name.

e. Set the Calendar Polling Interval (Minutes) - This field is user-definable and will poll
the Exchange Server for all calendar updates. If you book a meeting, make sure
that the meeting reminder (the first event that hits our database) is beyond the
polling interval.

f. Configure the Room Mailboxes. For each Room Mailbox you have previously con-
figured, enter the email address of each conference room, separating each email
address with the comma (,) character.

3. Click Save to proceed.
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Note: If one or more pieces of information were entered incorrectly on the Create

’\\ Peripheral popup, or if there is some other connectivity issues like a firewall block-
ing the port, the previous configuration page will appear, giving you the ability to
adjust the values you entered and try again.

4. For each Room Mailbox you specified, the Exchange plugin will send infinias six test Events:
one for Meeting Reminder, one for Attendee Meeting Reminder, one for Meeting Started,
one for Attendee Meeting Started, one for Meeting Ended, and one for Attendee Meeting
Ended. The purpose for these test Events is so infinias will be informed of the Room Mailbox
names and the Events they will generate. This in turn allows infinias to be able to display this
information on the Rules page for creating Rules.

Exchange Calendar Attendee Meeting Started (Front Office)

Exchange Calendar Meeting Ended (Front Office)

Exchange Calendar
Exchange Calendar

Exchange Calendar endee Meeting Reminder ()

Exchange Calendar Meeting Reminder ()

Figure 1-3: Test Events

2.5 Create Rules

Now that you have created the Peripheral you can create Rules that act on Events that will be gen-
erated by the Exchange for meeting notifications.

2.5.1 Unlock Zone Rule

You can unlock the zone of a door associated with an Exchange Room Mailbox by creating an
Unlock Zone Rule.

1. From the infinias interface, click the Configuration link and click on the Rules tab.

2. When the Rules page appears, click the Create Rule Action from the Actions menu. A popup
dialog will appear and will show the Access Privilege Rule by default. Select Unlock Zone
from the Rules Type drop down box. The popup dialog will populate with fields for supplying
information to configure the unlock zone rule.
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Create Rule
Type Zone
Unlock Zone v 3xLogic v

Schedule [ InvalidPIN ) InvalicTags

[JJ LEDActive [ LEDInactive
Group _ .

[] LeftOpen [] Lock Zone
Zone [ LockDoors [ Lockdown
Door [ Lockdown Bypass [CJ Lockdown Zone
Elevator [ LockStateChange (] ManageDevice

i [ Meeting Ended [ Meeting Reminder

Virtual Button

Meeting Started [J Momentary Unlock Door
Reader — —

[ MementaryUnlock [] MomentaryUnlockDoors
.Ex-ent ) [ MotorFailure [ NeedsUpdate

S O NeverSchedule O Normal

(2 [ Offine [ Online
Target Zone [ Cutput1Active [ Outputtinactive
e [ Output2Active [ Output2inactive

[ OutputActive (] Outputinactive v

Create Cancel

Figure 1-4: Unlock Zone

a. Configure the Schedule - Choose a Schedule that defines the time range you want
to allow this Rule to run (usually the Always Schedule).

b. Configure the Event - Select Meeting Reminder or Meeting Started Event from the
displayed list.

c. Configure the Target Zone - Choose a Zone to unlock, which contains the Door
that is physically securing the area represented by the Room Mailbox.

B Note: The rule will execute for all doors in the specified Target Zone. If
the intent is to only effect one door then the door will need to be put into
its own zone.

3. Click the Create button to create the Rule

2.5.2 Revert Zone Rule

You can re-lock the zone of a door associated with an Exchange Room Mailbox by creating a
Revert Zone Rule. This reverts the door to its normal lock schedule (which is assumed to be
locked).

1. From the infinias interface, click the Configuration link and click on the Rules tab.

2. When the Rules page appears, click the Create Rule Action from the Actions menu. A popup
dialog will appear and will show the Access Privilege Rule by default. Select Revert Zone
from the Rules Type drop down box. The popup dialog will populate with fields for supplying
information to configure the Revert Zone rule.
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Create Rule
Type Zone
Revert Zone v 3xLogic v
Scl?e_dule ) InputUnBypassed O InsufficientPrivileges -
s [J InsufficientReason [ InterboardCommunicationFailed
S [J InternalBuzzerActive [J InternalBuzzerinactive
Zone [ InvalidCredential O InvalidiD
Door O InvalidPIN [ InvalidTags
[ LEDActive [J LEDInactive
Elevator
[ LeftOpen [ Lock Zone
Virtual Button —
[J LockDoors [J Lockdown

Reader ) Lockdown Bypass ) Lockdown Zone
Event [ LocksStateChange [ ManageDevice
Selection required (] Meeting Ended [J Meeting Reminder
Input ) Meeting Started ) Momentary Unlock Door
Target Zone [J MomentaryUnlock [J MomentaryUnlockDoors
AL AT [ MotorFailure [ NeedsUpdate

[ NeverSchedule ) Normal

Create Cancel

Figure 1-5: Revert Zone

a. Configure the Schedule - Choose a Schedule that defines the time range you want
to allow this Rule to run (usually the Always Schedule).

b. Configure the Event - Select Meeting Ended from the list.

c. Configure the Target Zone - Choose the same Zone that you specified in the
Unlock Zone Rule.

3. Click the Create button to create the Rule

2.6 Create a Meeting

This step assumes that you have completed the installation and configuration of the infinias
Exchange integration, and setup your system to manage the Door locks via Microsoft Exchange.
To set a locking schedule, create a meeting in the Microsoft Exchange calendar starting when you
want your door to unlock and ending when you want your door to re-lock.

Make sure you set the Meeting Reminder if that is what will provoke the Unlock Zone
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3 MS Exchange 0365 Calendar Setup

As of October 1, 2022, Microsoft (MS) discontinued Basic authentication as planned for Outlook,
Exchange Web Services (EWS) and several other products. The Microsoft Outlook peripheral that
infinias uses to communicate with EWS was disabled as a result. To restore functionality, we imple-
mented OAuth authentication in our software. However, for this to work, each user of this peri-
pheral needs to create an Azure Active Directory application and grant it certain rights.

\»
’ Note: Admin rights are required to successfully create the application.

3.1 Azure Active Directory Instructions

1. Select the App Registrations option on the tab to begin the process.
2. Select New Registration from the top menu.

Dashboard » 3xLOGIC, Inc,

g7 3xLOGIC, Inc. | App registrations = -
Di r

Azure Active Directory
e @ Endpoints /} Troubleshooting ‘:':,' Refresh & Download [ Preview features ,0j Ge

@ Overview

B Preview features
° Starting June 30th, 2020 we will no longer add any new features to Azure Active Dirzctory Authentication Library (ADAL) and Azure

% Diagnose and solva problems updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Micrasoft Graph. Learn mare
Manage
All applications ~ Owned applicaticns Deleted applications
aa Users o, - ———
&b Groups ! P start typing a display name or application (client) ID to filter these r... +v Add filters

85 External Identities
. 13 applications found
ik Roles and administrators
Display name T

B Administrative units

® Delegated admin partners
infinias
B Enterprise applications

P2P Server

8 Devices

Figure 1-6: New registration

3. Name and select the supported account types. It does not appear to matter if it is a single or
multi tenant app. Leave the Redirect URI option blank and save.
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Dashboard » 3xLOGIC, Inc. | App registrations »

Register an application

* Mame

The user-facing display name for this application (this can be changed later).

| Infinias Exchange Ap;:}' £

Supported account types

Who can use this application or access this API?

'@' Accounts in this organizational directory only (3xLOGIC, Inc. only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose.,

Redirect URI (eptional)

we'll return the authentication response to this URI after successfully
changed later, but a value is required for most authentication scenarios.

thenticating the user. Providing this now is optional and it can be

a platform \/ | ,g. hitps://example.com/auth |

Figure 1-7: Register an Application Page

4. On the Overview page, select the Application (client) ID value. This will be needed later to be
entered in infinias along with your tenant ID.

i Infinias Exchange Appl #

< [i] Delete @ Endpoints [ Preview features

A Essentials
B overview
Display name client credentials
Quickstart
) Application (client) ID Redirect URIs
A" Integration assistant

Object ID Application ID URI

Manage Dire (tenant) ID Managed application in |.

B Branding & properties Supported account types

D authentication

@ Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations {Legacy)? Learn more

Certificates & secrets

{li Token configuration ) _
@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to pravide technical suppal

feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

9 APl permissions

@ Expose an API
GetStarted  Documentation

App roles
2 Ouwners

Build your application with the Microsoft identity platform

& Roles and administrators

open-source libraries, and a)

B Manifest The Microsot identity platform is an authentic ,
and protect APIs, and add sign-in f

authentication solutions,

management tools, You can create modern
r users and customers. Leam more

support + Troubleshooting

&2 Troubleshooting

e & m" = N B
Figure 1-8: Application (client) ID value

5. Navigate to the Authentication page (it does not matter if it is single or multi tenant).
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o) Infinias Exchange Appl | Authentication =

|f-' Search

B overview
Quickstart

. 7 i
# Integration assistant

Manage
B Branding & properties
3 authentication
Certificates & secrets
Token configuration
¥ AP| pemmissions
& Expose an AP

2 App rokes
4 Owners

&by Roles and administrators

| «

ﬁ‘? Got feedback?

Platform configurations

Depending on the platform or device this application is targeting, additionzl configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

T~ Add a platform

Supported account types
Who can use this application or access this API?

(:f) Accounts in this organizational directory only BxLOGIC, Inc. anly - Single tenant)

O Accounts in any organizational directory {Any Azure AD directory - Multitenant)
Help me decide...
Advanced settings

Allow public client flows ©

Hl Manifest Enable the following mebile and desktop flows: [ ves No )
Support + Troubleshooting * App collects plaintext password (Resol ner Password Credential Flow) Learn more
* No keyb {Cevice Code Fl e
&2 Troubleshooting s 550 for domair-joined Windows (W ws ntegrated Auth Flow) Learn more !
i New support reguest App instance property lock ©
Configure the application instance modification lock. Learn more ' Configure

Figure 1-9: Authentication Page

6. Under Advanced Settings turn the value for Allow public client flows to Yes. This is very
important and will prevent the Microsoft Exchange peripheral from being able to connect if
it is not turned on. Save your changes before proceeding.

7. Navigate to the APl Permissions page and click Add a permission. We are looking to add
the Microsoft Graph EWS.AccessAsUser.All permission as a delegate.

—- Infinias Exchange Appl | APl permissions = -

A7 Got feedback?

| « O refresh

B overview

6 Quickstart

column shows the defauft value for an organization. However, user consent can be customized per permission, user, or app. This column may not reflect i

# Integration assistant

Manage - 20 5
Configured permissions

eranding & properties

Applications are authorizs
all the permissions the ap

Il APIs when they are grants
n needs. | eam mare ahout

nissions by users/admins as part of the consent process, The list of configured permissions should include

. sions and cansen
D Authentication g i d

Certificates & secrets Add a permission | Grant admin consent for 3xLOGIC, Inc.

Token configuration API / Permissions name Type Description Admin consent requ... Status

9 API permissions Microsoft Graph (1

@ Exposean APl UserRead Delegated  Sign in and read user profile No

B Approles

& Owners 5 S S ” o
To view and manage consented permissions for individual apps, as well s your tenant's consent settings, try Enterprise applications.

4. Roles and administrators

Bl Manifest

Figure 1-10: APl Permissions Page

8. Select Microsoft Graph (should be near the top of the page) and click on Delegated Per-
missions.
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Request AP| permissions

< All APIs
—, Microsoft Graph
E https://graph.microsoficom/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions
Your application needs to access the APl as the signed-in user. Your application runs zs a background service or dasmon
sighed-in user,

Select permissions

| L Start typing a permission to filter these results

Permission Admin consent required

> Openld permissions
> AccessReview

> Acronym

> AdministrativelUnit

> Agreementhcceptance

5 Aareement

Figure 1-11: Microsoft Graph - Delegated Permissions

9. Enter "EWS" in the search bar and check the EWS.AccessAsUser.All option. Save your
changes before proceeding.
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Request APl permissions

€ All APIs
- Microsoft Graph
is' https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions
Your appl cation needs to access the AFl as the signed-in user. Your application runs as a background service or daemon without
signed-in user.

L]
T

Select permissions

£ oews
Permission Admin consent required
NOEWS (1)

EWS.AccessAsUser.all @

o x N
. Lccess mailboxes as the signed-in user via Exchange Web Services 2
Figure 1-12: EWS Keyword Search

10. Back on the API Permissions page, click on Yes for Grant admin consent confirmation for
(your organization), then confirm.

- Infinias Exchange Appl | APl permissions =

| « (D Refresh & Got feedback?

I oven . - o
Grant admin consent confirmation.
& Quickstart Do you want to grant consent for the requested permissions for all accounts in 3xLOGIC, Inc.? This will update any existing admin consent records this application already
# Integration assistant [ ves |
: -
Manage

Cenfigured permissions
Branding & properties Applications are authorized to call APIs when th

al the permissions the application needs. Le:

e granted pernissions by users/admins as part of the consent process. The list of configured permissions should include
out permissions and consent

3 Authentication
Centificates & secrets t Add a permission ~/ Grant admin consent for 3xLOGIC, Inc.
I} Token configuration API / Permissions name Type Description Admin consent requ... Status

S AP| permissions e

@ Expase an API Delegated  Access mailboxes as the signed-in user via Exghange Web .. No @ Granted for 3d0GIC I, +++
App roles UserRead Delegated  Sign in and read user profile No © Granted for 3xLOGIC, Irc, =++
2 Owners

& Roles and administrators

Figure 1-13: Grant Admin Consent Confirmation
a. Without this step, the Microsoft Exchange peripheral will receive a 401 access
denied error when it attempts to pull calendar data

11. After completing the previous steps, the application should now be ready. Please wait a few
minutes for all the back end processing to complete for Azure Active Directory.

12. Take note of the application ID and tenant ID which will be needed when creating the peri-
pheral in infinias.

a. If you are unfamiliar, the tenant ID should look something like “name.on-
microsoft.com” in general.
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3.2 Create a Meeting for O365

This step assumes that you have completed the Azure Active Directory steps outlined above.

Create a meeting in your O365 Outlook calendar and set the location as the name of the door you
want to control with this integration.

’\\ Note: The meeting will need to be set for at least 15 minutes in the future or less if your
polling time is set lower in the peripheral configuration.

3.3 infinias O365 Configuration

The final configuration for Microsoft Exchange O365 integration takes place within infinias. Please
note that these steps mirror the legacy instructions but with noteworthy differences.

3.3.1 Create a Peripheral for O365

With Calendar Permissions set, you may proceed to create an infinias Peripheral.

1. Login to infinias and proceed to the Peripherals Page under the Configuration Section. Click
the Create Peripheral Action and a Create Peripheral Dialog will appear.

Create Peripheral

I ‘Web Page

Generic Peripheral
Google Calendar
Exchange Calendar

Microsoft Exchange 0365 Calendar

Close

Figure 1-14: New Peripheral Window

2. Select the Microsoft Exchange O365 Calendar option to start creating the Peripheral based
on this plugin. A Create Microsoft Exchange 0365 Calendar popup dialog appears.
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Create Microsoft Exchange 0365 Calendar

Name

Microseft Exchange 0365 Calendar

Zong

—-Stanley v
Exchange Configuration
Usemame

exchange-calendar-mailbo§@infinias.com

Password:

Please provide the Url that is used to access the Exchange Web Services

https://outlook.office365. com/ews/Exchange.asmx

Calendar Polling Interval (Minutes):
15
Application 1D:
abf6f40b-1322-4328-8d5d475d6483
Tenant:
3xlogicc.onmicrosoft.com
Enter one or mere Meeting Location names, separated by a comma:
Front Office

Save Cancel

Figure 1-15: New 0365 Calendar Configuration

a. Configure the Zone - Select "Root" for Professional and Corporate license users or
the customer name for infinias CLOUD users.

b. Configure the Username - Provide the username of the O365 Exchange calendar
account you will be using to create the meetings infinias will monitor.

c. Configure the Password - Provide the password for the user account associated
with the Username.

d. Configure the WebMail URL - Replace the mail.mycompany.com portion of the
sample WebMail URL with your corporate webmail name.

e. Set the Calendar Polling Interval (Minutes) - This field is user-definable and will poll
the Exchange Server for all calendar updates. If you book a meeting, make sure
that the meeting reminder (the first event that hits our database) is beyond the
polling interval.

f. Configure the Application ID - Enter the ID as shown in step 4 of the Azure Active
Directory instructions above.

g. Configure the Tenant - Enter the Tenant ID specified for your organization via
Azure AD in the format of the example shown in Figure directly above.

h. Configure the Meeting Location Names - Enter the name of the door(s) you want
to control with Meeting invites.

3. Click Save to proceed.
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\»
’ Note: You need to create a calendar meeting before the peripheral will Save.

4. The Exchange plugin will send infinias six test Events: one for Meeting Reminder, one for
Attendee Meeting Reminder, one for Meeting Started, one for Attendee Meeting Started,
one for Meeting Ended, and one for Attendee Meeting Ended. This allows infinias to be able
to display this information on the Rules page for creating Rules.

Microsoft Exchange 0365 Calendar Attendes Meeting Started (Front Office)

Micrasoft Exchange 0365 Calendar Attendee Meeting Ended (Front Office)
Microsoft Exchange 0365 Calendar Meeting Started (Front Office)
Microsoft Exchange 0365 Calendar Meeting Ended ()

Microsoft Exchange 0365 Calendar Attendee Mesting Reminder ()
Microsoft Exchange 0365 Calendar Meeting Reminder ()

Figure 1-16: 0365 Test Events

3.3.2 Unlock Zone Rule for O365

Unlock the zone of the door where the meeting location is set by creating an Unlock Zone Rule.

1. From the infinias interface, click the Configuration link and click on the Rules tab.

2. When the Rules page appears, click the Create Rule Action from the Actions menu. A popup
dialog will appear and will show the Access Privilege Rule by default. Select Unlock Zone
from the Rules Type drop down box. The popup dialog will populate with fields for supplying
information to configure the unlock zone rule.

Create Rule
Type Zone
Unlock Zone v 3xLogic v
Scneaule (] InvalidIN [] InvalicTags
[ LEDActive [ LEDInactive
Group — —
[ LeftOpen [ Lock Zone
Hiliz [ LockDoors [0 Lockdown
Door [JJ Lockdown Bypass [CJ Lockdown Zone
Elevator [ LockStateChange [0 ManageDevice
i [JJ Meeting Ended [ Meeting Reminder
Virtual Button
Meeting Started [J Momentary Unlock Door
Reader — —
[ MomentaryUnlock [ MomentaryUnlockDoors
Event [J MotorFailure [J MeedsUpdate
[ NeverScheduls [ Normal
Input [ Offline [J Online
Target Zone [ Output1Active [ Qutputilnactive
e [ Output2Active [ Output2inactive
[ OutputActive [ Outputinactive -
Create Cancel

Figure 1-17: Unlock Zone
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a. Configure the Schedule - Choose a Schedule that defines the time range you want
to allow this Rule to run (usually the Always Schedule).

b. Configure the Event - Select Meeting Reminder or Meeting Started Event from the
displayed list.

c. Configure the Input (Optional) - Select the input Microsoft Exchange O365 Cal-
endar "Door Name" option.

d. Configure the Target Zone - Choose a Zone to unlock, which contains the Door
that will be controlled with this integration.

,\\ Note: The rule executes for all doors in the specified Target Zone. To only
effect one door, place that single door in its own zone.

3. Click the Create button to create the Rule

3.3.3 Revert Zone Rule for O365

You can re-lock the zone of a door by creating a Revert Zone Rule. This reverts the door to its nor-
mal lock schedule (which is assumed to be locked).

1. From the infinias interface, click the Configuration link and click on the Rules tab.

2. When the Rules page appears, click the Create Rule Action from the Actions menu. A popup
dialog will appear and will show the Access Privilege Rule by default. Select Revert Zone
from the Rules Type drop down box. The popup dialog will populate with fields for supplying
information to configure the Revert Zone rule.
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Create Rule
Type Zone
Revert Zone v 3xLogic v
Scl?e_dule ) InputUnBypassed O InsufficientPrivileges -
=t [J InsufficientReason [ InterboardCommunicationFailed
S [J InternalBuzzerActive [J InternalBuzzerinactive
Zone [ InvalidCredential O InvalidiD
Door O InvalidPIN [ InvalidTags
[ LEDActive [J LEDInactive
Elevator
[ LeftOpen [ Lock Zone
Virtual Button —
[J LockDoors [J Lockdown

Reader ) Lockdown Bypass ) Lockdown Zone
Event [ LocksStateChange [ ManageDevice
Selection required (] Meeting Ended [J Meeting Reminder
Input ) Meeting Started ) Momentary Unlock Door
Target Zone [J MomentaryUnlock [J MomentaryUnlockDoors
ACHO AT [ MotorFailure [ NeedsUpdate

[ NeverSchedule ) Normal

Create Cancel

Figure 1-18: Revert Zone

a. Configure the Schedule - Choose a Schedule that defines the time range you want
to allow this Rule to run (usually the Always Schedule).

b. Configure the Event - Select Meeting Ended from the list.

c. Configure the Input (Optional) - Select the input Microsoft Exchange 0365 Cal-
endar "Door Name" option.

d. Configure the Target Zone - Choose the same Zone that you specified in the
Unlock Zone Rule.

3. Click the Create button to create the Rule
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4 Contact Information

3xLOGIC has offices in Victoria BC, Canada and in Fishers, Indiana, USA. Please visit our 3xLOGIC
website at www.3xlogic.com. Please contact us by e-mail at helpdesk@3xlogic.com (technical sup-
port), or using the following contact information:

3xLOGIC Technical Support

Toll Free:(877) 3XLOGIC
(877) 395-6442

Email: helpdesk@3xlogic.com
Website: www.3xlogic.com

3xXLOGIC USA Main Office

11899 Exit 5 Parkway, Suite 100
Fishers, IN 46037
United States. (303) 430-1969
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